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A Reliable Physical Unclonable Function for Chip Fingerprint
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Abstract: A reliable physical unclonable function (PUF) for chip fingerprint using current starved delay element
(CSDE) is described in this paper. The proposed PUF is composed of CSDE-based sensors, time difference amplifier,time
difference comparator, voting mechanism and diffusion algorithm circuit. By capturing manufacturing process variations , each
sensor produces two slightly different delay-time values that can be compared in order to create a digital identification (ID)
for the chip. A new diffusion algorithm is designed to further improve the uniqueness of PUFs. Time difference amplifier and
voting mechanism are introduced to simultaneously improve the reliability of PUFs across temperature and supply voltage
variations. The proposed PUF is designed in 0. 18 um CMOS technology. Simulated results show that the proposed PUF has a
good output statistical characteristic of uniform distribution,and a high stability of 97. 5% with respect to temperature varia-
tion from -40C to 100C ,and supply voltage variation from 1.7V to 1. 9V.
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#AS PUF 5 Fr 10 18 FH 2 19200pum’. 28 5 475 32 7]
%41, CSDE-based PUF 76 B JE HL JE M 1.7V 5] 1.9V 254k,
FNRBE N —40°C 3 100°C AL ) 2544 T, BB s Fa e TAE

7oA 32 457 1D, iy 3 BT 1 Mbps 1) £ ik 2385 70 WL iR
S 1.8V REE Ry 30°C I 2540, 0 i b F IEH TAE
B, TH A6 19 20 38y 390w W 5 24 085 4k - el Bl AR =X
B, 5 G 19 T AN 140nW. 3 3 345 T CSDE-based
PUF &5 1 (94 A PR RE S AUE.
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5.2 ME—E

ME— 248 PUF HL %77 ARl s /) R 1D ()

- ME— PGy, PUF gt A= B ok 7 i AN EE Y 1D
Wik 2. & T K fiF CSDE-based PUF M — {4, 3C A 4E
0. 18pum CMOS T.Z0F FLIEHL AN 1.7V 5] 1.9V 454k
FIELEE DN —40°C 2] 100°C 28 Ak 19 {5 FL 454 F , % CSDE-
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SEFIAE S ID A EE 8 T A e 1 0 i B BE S A A
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FEEE R T T LA, K 16 (o) B8 T RE &Y
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16,024 E R T HATAAH SR 1) PUF [ ifg B R
B AT A 16, S5 AN L TR & YR E CS-
DE-based PUF [ B BE 85 55 1170 A5 bn 5 22 (H 3. 203,
B EY RO 1Y PUF (A BH IR 2 G i A b iy 22
{8 3. 624 L &P 8 1 2 119 CSDE-based PUF [ B IE
BGLTH o AT B BRE T 22 K,y 4. 016, RIGE T3 Al
(v BB . B2, S P 7 2 19 CSDE-based
PUF 1 i B R 25 e o 0 A B 38 Y 96 B2, PUF 2R i
FIANTR] ID 22 [B]A7AE B8 22 A (] ) b ol LU AR, AN [
ID Z 8] filf 78 A9 7] R /DN SO 5 97 #E vk 2 1 CSDE-
based PUF i B A 47 (i — k.
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